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ik

SiteMinder WebSphere WebSphere W H 2 7 il 252510 H (ASA) 1 PBD

A, SiteMinder ASA 6.0 SZRFIFITH WebSphere 3 FHFET it 5575 ik
A HAS PBD,

SCA

smweblogicasa.pbd

%ﬁ:

SiteMinder WebLogic %5 #%fCEE [ PBD 3Cff. SiteMinder ASA 6.0 32
FRI AT WebLogic [N HIFE ik 55 #5 AR IR B4 PBD.

A

soaagent.pbd

Hﬁ:

SOA Security Manager {REE 1) PBD U, WA H] WebLogic.
WebSphere BERIA N JHRE kg5 4, W28z 30 1.

A

Tibaprw.d11

ik
A Windows - & ZHEAKAE R R JE o
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S 3: BEEY BELUSHE CASiteMinder ASA

1.
2.

¥TJF wily/core/config H >k ] IntroscopeAgent.profile LA

&4 introscope.autoprobe.directives U &,  DMEDREHT IR F5 4
ARSI EIZIR Y . HIE 55 RRAI R T ¥ PBD SCE. AN

introscope. autoprobe.directivesFile=smweblogicasa. pbd, smwebagentext.pbd,
soaagent. pbd

EE: I/RHEH T WeblLogic Server. X1 WebSphere Server, i
¥4 smweblogicasa.pbd % 4) smwebsphereasa.pbd.

A&l H WebLogic. WebSphere BERIA N R P IRSS 45, WIS
soaagent.pbd .

£RA% IntroscopeAgent.profile L1
HOFT A S

SB 4. BEEY LA CASiteMinder Web {{EE

1

EE IR AR Web %5 %8 I, B & P CA SiteMinder Web fCEI 241
IOEGIEGRe

a. FIIFHALT Web R4 25 IO E H 367 [ WebAgent.conf SUA

b. T Windows, 4 Web 5525 MK A7 K R libaprW.dil
<AppServer_Home>/wily/common H k& i3] <Agent_Home>/bin
H%.

c. {E WebAgent.conf SCAER ) HTTP fdfd-5t NI4T 2 ), s itk adifd:
X I FRIA T B0 T T VRS

T Windows:

LoadPTlugin="C:\Program Files\netegrity\webagent\bin\IntroscopePlugin.d11"

%tF UNIX:

LoadPlugin="/usr/netegrity/webagent/bin/1ibIntroscopePlugin. so"
WG BR AR AT REANIF], AR TR IBREE o i A Y ) A7
ﬁﬁi)\ Web REEC B o A RUTHAT SERAERI UL, 16 SR T2
17 (p. 15).

¥ SMWebAgentExt.jar 1|5 <AppServer Home>/wily/ext H 3% .

HAT LA, Bl &Y R LLIATE CA SiteMinder ASA . A CHE4{E .,
TESF % 3, LS CAAPM for CA SiteMinder LLIAHE CA SiteMinder
ASA (p. 19).
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5. (A[k) BoE F55EER B

BERC B B e T BRI A5 I T 0 A o P BRI e A T B ) K
g @ BERF5S . WRIE RN EE, Introscope 2 FREFFHAT IS TH] K
+ 5000 = (5 Fp) [HF5

a. FIJT wily/core/config H s I¥] IntroscopeAgent.profile.

b. ¥SHIl introscope.agent.siteminderwebagent.tracethreshold J& 1, FF
R P B (=) .

fln, FBERE D 6 8, WA IMLL TR M.

introscope.agent.siteminderwebagent. tracethreshold=6000

6. H Pz,

SE5: BLEY LS CASOA Security Manager
-} SOA Security Manager ] JVMoptions J& E78 I SACEAH KW i 4TS
1. 22%% Windows B¢ UNIX [FJERIA Java fREE,

2. IS ATS AL

& HF Windows 1.5 JRE:
a. ¥ NETE_TXM_JRE_ROOT R4 & &M MFR17 1.5 JRE,

b. FTJTi T <Agent_Home>/java H %] XmiSdkConfig.properties
A, FREZSCAE P R E) 2 3795 VM B ENIET (X Windows -

#) .
¢ HELUFAFRMBL T, SRS ().

JvMoptions=-javaagent:\opt\wily\Agent.jar
-Dcom.wily.introscope.agentProfile=\wily\core\config
IntroscopeAgent.profile
-Djavax.xml.parsers.DocumentBuilderFactory=org.apache.
xerces.jaxp.DocumentBuilderFactoryImpl -Xms64M

d.  PRAFFH RIS
e. H )3 SOA Security Manager {CHE,
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& T UNIX 1.5 JRE:

FB6: By RAMS
1.
2.
3,

a.

I T <SOA_HOME>/webagent/bin H 3% 1]
tmxmlsdkserver.sh XA .

AIMEL AT

/<JAVA_HOME>/bin/java -javaagent:/opt/wily/Agent.jar
-Dcom.wily.introscope.agentProfile=/wily/core/config/Int
roscopeAgent.profile
-Djavax.xml.parsers.DocumentBuilderFactory=org.apache.
xerces.jaxp.DocumentBuilderFactoryImpl
-Dtxm.ipc.tmxmlsdkserver=true

-classpath ../java/smjavaagentapi.jar:../java/jsafelCE.
jar:../java/soasmapi.jar:../java -Dtmxmlsdkserver=true
-Xms64M

-DNETE_TXM_ROOT=./.. -Dnete.wa.root=./..
com.netegrity.tm.ipc.service.xmlsdkserver.XmlsdkServer

VER: <JAVA_HOME> W 75iE ) 1.5 JRE.
PRAFFER P SCA
387 )5 51 SOA Security Manager G .

¥ SiteMinder-PP.typeviewers.xml 5 iii|%l] <EM_Home>/ext/ddtv H % .
¥ SMPPEmExt.jar 5 1|3l <EM_Home>/ext H k.

# SiteMinderPP_ManagementModule.jar 5 %]
<EM_Home>/config/modules/ H >

ERVVEEUEIASEE S AR

F+2% CA APM for CA SiteMinder® Application Server Agents

BT 2.05% 8.0 iik: I % CA APM for CA SiteMinder® Application
Server Agents 2.0 ¢ 8.0 hRFF-&%, & WhZn At HH L N A8 FE e 4302 1y F 33k
TR LEE. B ZHEANLE CA APM for CA SiteMinder® Application
Server Agents (p. 16).

RAETH I T3R8 e 5545 58 Web fREEfY) SiteMinder Manager Z Hi 1.2
Ja EPATI IR, 1S5 AR E S TEC534108 { Steps to Take Before and
After Upgrading SiteMinder Manager) .

Pavan 2
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3 3%. 4dFH CAAPM for CA SiteMinder

AKREEAH T 4fa[{idi H CA APM for CA SiteMinder® Application Server
Agents, USRI -R AT 7sAR 2 Y FH AL P (1) B b A S Ais AT

i IR D e £
FE U s A Y R AREAT WA (p. 23)

5 JS A (p. 24)
1 FH CA APM for CA SiteMinder® Application Server Agents [ 417 ) i /v AR

(p. 31)
A & FIAIE CA APM for SiteMinder 5 SFRrHEAL (p. 36)

EE A SiteMinder Bl IR (p. 37)

AR RS SERER (p. 38)

EIHERTESKEREN BRI

#& 0] LAFE Workstation A5 SE I Hidls,  LLIRYE CA APM for CA
SiteMinder® Application Server Agents F{JPERE .

££ Workstation PEFEHIE:

Eal e

ORI I N FH AR P OS2 A S 25t
PR AL BEES AL T 21T IRES

JA 8 Workstation.

% 2 Workstation

T2 Workstation 1 245 i 1

i€ T CA SiteMinder )% b #E (SOA Security Manager J& b HERR:
AR B RAE “EEAMENR RS B “SiteMinder PowerPack”
R

i %€ T CA SOA Security Manager [1 B bR Do gE “ FE B hniE ]
Bags” M) “SOAAgent” T AT . AOREEAMMERITELNYIR, 15
Z L e (p. 39).

54021 Workstation #2514 o

CA APM for CA SiteMinder® Application Server Agents #&ft TR £ H T
7K CA SiteMinder 14 RE R SARE) TN B B stk . W2 H /1] CA
APM for CA SiteMinder® Application Server Agents [} 77 [ {5 7m A

(p. 31)

% 3. fififf] CA APM for CA SiteMinder 23



AR R bE

BEREME

CA APM for CA SiteMinder® Application Server Agents ¥ M CA SiteMinder
W L bR E R, JPROX L B R ARUER 5 45 CAAPM . IX{fif3 CA APM
AL A CA SiteMinder X781 Y FH AR P SR AL A4 B PR RE S0

#FE SiteMinder Web {C3E B B b

EHFH Web U FEIRHE:

1. il “siteMinder PowerPack > Web fCBE > <Web FCHEEL FR 4 [1>7
5

N O

H “EEZ” BT,  “SiteMinder” EIN-RER AL UGB, FF
HE LIRS Web ARBEICHL ) FE B FrvE IPPAL LA RE . 7E
Web AREETT SR, AT LR RIS T4, B, Y887 Al “#4E” .

2. JEIT T R LVER R TR N AN B AR

] o] [ [P Time renge{Live =) Ressiten|1s seconas [S] AN G
B
¥ sitehinder | General | Traces  searcn | wetnic court
Overal Performanee far wilyga-236.ca.com_101
Operations Average Response Time (ms) Operations Responses Per Inerval
1
| b
1 |
i ‘I |
R sethessageBuffers ‘
ER) sockets |
@ v-aboxyz-2ka &
S o WehSphere 155730 (BaRA0  15AAD0  16ADED  TEAIA0 1500 ARa 154490 183730 169030 BAAE0 030 (G100 (G4za0 16030 15430
-6 wWebSphere Agert (*SuperDomain®)
M Host Resource Hits/Accesses Per Inerval User Session His/Accesses Per Interval
E
1
[
ER) Sieincer PowerPack
B3 wien A
&-Eg[r-aboxyz-2k3 101 Web #£38
— T R e R T e R I TR T T R T e g e I e T R R I T TR T T R T e
ER) operations
EZ) Websphere Application Server Agent Caching
s Operstions
B pomains -

I 26i02/200915:45.26
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BE “Gir” BEGE

BE “BF7 BEE:

i “SiteMinder PowerPack > Web X3 > <Web 7CFEEF 7
S WAL R ETERS G B A R bR A

RIR A bl BontE “BFaR” Gkgd, H “siteMinder” JEIT-R<
BRI TiE 8RS

}{:‘%JZI: “%ﬁ” 4—"““0

1> >

1.

o

/J N

.

BITLSIG A PN T <R PR
FETF “HUE” A P

T, LA R R NS 5 s

b [« [1v] [»i]

Time range:| Live.

D)

Resolution]15 seconds

3

BB pomains

ey
@) Responzes Per interval
- [E stal count
EQ) settessageBuffers
R socksts

&-@ v-abexyz-2ka
-l webSphere
5@ WebSphere Agert (*SuperDomain®)

EMt Host
~[& Java version
3 Launch Time
@ Processo
[ virtusi Machine
B3 agert Stats
U
Fromtends
GC Heap
Heuristics:
Host
Jsp
Serviets
SteMinder PowerPack
g wieb agents
=] ﬁg w-abexyz-2k3 _101

s ED D En Ep ED En D

ng
-3 Resource
~[B Accesses Per Interval

[ cache Hit Percentage

+[B Hits Per Interval

+[& Max Cache Size frecords)

[ Misses Per Interval
2B User Session

[B accesses per nterval

+[B cache Hi Percentage
[ Hits Per rterval
~[B Max Cache Size frecords)
L[ Misses Per Interval

) Operstions

R wehsphere Appication Server Agent

T

[ Aversge Cache Size (records)

[ Average Cache Size (records)

(2 stebinder | Genersl | Traces | Search | Metric Count |,

Resource AverageMax Cache Size

Overall Caching Information

User Session Average/Max Cache Size

]

30 1GANED  1GA1E0 164280 15430 154430

Resource His/Accesses Per Interval

154630

T4 W A

1ATS0  thAzEl  15ARAD 15

User Session HitsiAccesses Per interval

154500

154830

30 16400 (G410 164230 184330 164430

Tea 30

T ET T

T6Al30  (Gdz \GdsaD | 84

50

Tod6:30

25022009 15:47:18
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BE “BE” BB
BE B R

1.

i “siteMinder PowerPack > Web QB > <Web 7CHEE B 2 1> >
HAE” A0

£ “EREG” W@, “siteMinder” LEI-RERIAE THEBIRES, &
LR BB BB P R BE AR . Besh,  “8AL”
“IsProtected” . “EER” M “BUE” BRAFIIEEARUER ZIEL T

R R I A SR BT QIR L R A
JETT “BAE” W i LLEHIZ RUR HIH I ERAE
JETTAAERA LB N RE RS K B AR

& ‘ v-abexyz-2k3_10
B4l WebSphere
E-@ WehSphere Agent (*SuperDomain®)
EM Host
5 E Java Version
I m Launch Time
e @ ProcessiD
¥ @ Virtual Machine
e-B) Agent Stats
&g cru
&3 File System
B Frontends
B3 6C Heap
B Heuristics
B Host
B o
- usp
B 5P Tagliv
B serviets
B SiteMinder PowerPack
& % Web Agerts
&5 v-abexyz-2k3_101
&+-Eg) caching
B3 Resource
1B User Session
=g

&g Authorize

&g Isrotected

&5 Login

&g validation

& % Sockets
—

x @ Average Response Time (ms)
H E Responses Per Interval

E Average Response Time (ms)
* @ Responses Per Interval

I @ Average Response Time (ms)
@ Responses Per Interval

- [& average Response Time (ms)
s @ Responses Per Interval

e @ Average Response Time (ms)
- Responses Per Interval

ald o 2
N Stedinder | General | Traces | Search | Metric Count |
Operations Details
| Total Average Response Time
2
1
e
12:48:00 12:49:00 12:50:00 12:51:00 12:52:00 12:53:00 12:54:00 12:55:00
Total Responses Per Interval
2
1
& 12:48:00 12:49:00 12:50:00 12:51:00 12:52:00 12:53:00 12:54:00 12:55:00
Operation Name » Average Response Time Responses Per Interval
Authorize 0 o
IsProtected 0 o
Login 0 1]
Validation a o
= |19i0312009 12:65:51

26 for CA SiteMinder Application Server Agents fi5 7



AF L EbME

BENHRF RS S E R

BEMNABETPRSG A (ASA) EEIRH:
1. i “siteMinder PowerPack > </ HF2/F IR E AL/ CHS" i 1,

7E “BE wg,  “siteMinder” EI-RERAE TIEEPIRES, I
BT LA 5 N R AR 55w A BEOCIDE ) JEE b v DA PEAS FLg Ak
PERE

2. JBIT “</HFE/FIRS-#5/CHE> 7 5 i

WS (1) /2 WebLogic, WATLLLE “</7HF2/F IR %A/ CPE> 7 5 4
TEBPATA, W, “SRREARZARTAA” Al “sspr.

T A T & 1BM WebSphere, WA LLLE  “< W F/7 ik 45751 C
H> 7 W RFERINA T, B, “IREEIRG R 1 “TA,

3. I R UEE R TR RO I R AR

WeblLogic SCHF SRR U P42 11 (SSPI),  Ja e ik P flL R

SE FH K P ST BB KA L« SSPI AT 35 Bh 8% 7 i R 5% s 4 37 FH g

—RGAINIE, MIMPEAL R T SEBE MR S IUE . TR HIT &
DY SESR T R VEANE B, PR (1) 5 R AT e 38 LR A
TN e DL fifk s FNEGIE 504 . CA APM for CA SiteMinder 5455 SSPI (K32
1 SR IR ez 1 1) i S

WebSphere il il 7 AT GBS RF L — 55k . 7E WebSphere H it 54T OCHE
i, nFIERCR B CPAT S AR AR, AT P AT &5

B EGAIE o (B AR RBERE AR B (TAI) 4bFE WebSphere N FH R R 55 2% 54T
KIS AL ORI AR L R St TAL

[

(b4 [l 1) )  Time rangeLive | RESRA] 15 s=concs  [SREIRINESH g;l

=8 *superDomain® h
@ Custom Metric Host (Virtual)
& @ iwiyicos-23 Average Response Time (ms)
B @ v-wilyitcao-2k3

&-db
=]

uuuuuu

SteMinder | General | Traces |, Search ' Metric Count |

Overal Performance for Websphere Application Server Agent

‘WebSphere
@ webSphere Agent (*SuperDomain®)

160030 16:00:15 161100 16:11:46  16:4230  16:03:15  16:0400  16:1446  16:1530  16:06:15  16:17.00

Responses Per Interval

fogin
e-EgTa

{8 average Response Time (ms)

{8 Responses Per Interval

-Eg) intislize:

-6 isTargetinterceptor

-B@) negotisteValidsteandEstablishTrust
-3 struts

64100 16:01:46  19:4230  16:43:05 161400  16:1446  16:45:90  f6:06:45  16:47.00

10/03/200816:17:16
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"E “REERSASEM" KR
BE “HEIRSRAR BRI

1.

Ml “siteMinder PowerPack > </ /1 FE/F IR 45451 CPE> > SRIE RS 3%
.‘ﬁm 9 )J_:'; .

7E “BE wg,  “siteMinder” EI-RERVAE TIEAPIRES, &
A DR BT X A BT e FE A

JETT “ MRS AR 7 AR Y T AU At
JETTAAHRAE LB N RE RS (K B AR

8 *superDomain®
- Custom Metric Host Cvirtual)
@ v-aboxyz-2k3
=@l v-aboxyz-2k3
& rﬂ, WebSahers
B wiet ns;:h & Adent (*SuperDomain’)

3 em Host
-[@ jon

in
w5 T

) B Time range Live z| Resoution|1ss=cone: <] 3@ 5
¥ Steincir | General | Traces | Search | Metrc Caunt |
Poicy Server Cals Informetion
Login Average Response Time (ms) Login Responses Pe Intervel
p
1
Tsden0  Tdon  Wsde00  (irdb - 15200 - 15230« 154000 - 155100 TEdeo  15i0  1ae00 1ol - 152505 + fsdiob 15 - Bt
IsProtected Average Response Time (ms) IsProtected Responses Per inerval
[ 2
s
4
p
'
3 S S — ) S——
M0 W2I  SE800 00 162900 15200 154000 183100 M0 iGd W0 WBAT00 16200 152900 153000 1SR100
251022008 15:31:08

BHE “SSPI” EEFHE
BE “SSP1” EEEIRE:

1.

Hitdy “siteMinder PowerPack > </ W/ F2 /PR 4575 CHE> > SSPI” 1

=

o

1E “BEA7 wWgh,  “siteMinder” JEIT-RERCAE TEPIRES, &
AT DICR B S X A A SR A

2. JEIT “ssPI” W i A IZ A NS AR .
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JETTIXLE 1 LA 9 RN L8 K B AR if

B *superbomaint

»

4

@ Custom Metric Host (virtual)

B v-abexyz-2k3

4% wiebLagic

@ WebLogic Agert (*SuperDomain®)
EM Host

[ Java version

[ Launen Time

[& processo

[ virtual Machine

B Agent stets

EB) Backenss
U

EQ Frontends

BB cC Heap

ER) Heuristics

B Host

Rz

B serviets

Q) SteMinder PowerPack

B Weblogic Application Server Agent
gy Policy Server Calls

[ Average Response Tme (ms)
-8 Responses Per Interval

ER) aceess Decision

EQ Adiudticator

ED) Authertication Provider

ER) authorizetion Provider

BB sockets

54 WebSphere

& @ WisbSphers Agent (SupsrDomair)
EM Host

[ Jsava version

[& Launen Time:

& processo

[& virtual Machine

B3 agent stats

BB cru

B3 Frontends
=

N stebinder | General | Traces | Search | Metric Court |

Access Decision Average Response Time (ms)

SSPI Performance Infarmation

Adjudicate Average Response Time (ims)

17:8500
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i
180100
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120200
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BE TN BRI
BE “TAI” BERf:

1.

il “siteMinder PowerPack > </ /1 F/FRZ25/CPE> > TAL” 5 i

£ “EAG” WK, “siteMinder” LI RERIAE TIEBIIRES, &
A LR A 3 U AT ORI B A o

JEIF “TAr” R BLEFR R A AR O
JETTIX L 1 LV BN L8 A B e o

8 *superbomain®
@@ Custom Metric Host (Virtual)
B v-abexyz-2k3
B WebLoge
&l WebSphere
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EM Host
[ sava version
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#F “SOARE” ERITE
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